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Securing the Future Of Internet “Web 

Abstract
The advent of secure public blockchains through Bitcoin and later Ethereum, BNB, Polygon; has 

brought forth a notable degree of interest and capital influx, providing the premise for a global wave of 

permissionless and permissioned innovation. 

Despite lofty promises, it’s no secret that blockchain and blockchain applications are not immune to 

cyberattacks and fraud. and Blockchain companies must examines the security risks and threats that 

are unique to blockchain, and then introduces key blockchain security frameworks, metrics, alongside 

business controls and conventional security controls. 

Bitrace Lab examines the security risks ratings and threats that are unique to blockchain, and then 

introduces key blockchain security frameworks, metrics, alongside business controls and conventional 

security controls. 

Bitrace Lab
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1.1 Introduction 

The use of blockchain technology has exploded in recent years, with a growing number of businesses, 

organizations, and individuals using this revolutionary technology to create and manage digital assets, 

track transactions, and secure data. However, as with any new technology, the use of blockchain also 

presents unique security risks and challenges that must be understood and addressed.

Bitrace Lab is a leading provider of blockchain security solutions, with a focus on helping businesses and 

individuals understand and mitigate the security risks and threats associated with blockchain technology. 

In this whitepaper, we will examine the key security risks and threats that are unique to blockchain, 

including smart contract risk, contagion risks, wallet risks, cybersecurity risks, and individual security 

awareness.

We will also introduce key blockchain security frameworks, metrics, and business controls that can 

help businesses and individuals protect their assets and data on the blockchain. By combining these 

frameworks and metrics with conventional security controls, businesses and individuals can take a 

comprehensive and effective approach to securing their assets and data on the blockchain.

Through this whitepaper, we aim to provide a better understanding of the unique security risks and 

challenges associated with blockchain technology, and to offer practical solutions and guidance for 

addressing these risks and protecting against threats.

1. Overview
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Blockchain technology has emerged as a revolutionary new way of managing and securing digital assets, 

tracking transactions, and storing data. This distributed ledger technology has the potential to disrupt a 

wide range of industries and has already attracted significant attention from businesses, organizations, 

and individuals looking to take advantage of its unique capabilities.

However, the use of blockchain technology also presents a number of unique risks and challenges. For 

example, the use of smart contracts - self-executing contracts with the terms of the agreement between 

buyer and seller being directly written into lines of code - can introduce new risks and challenges, 

particularly around security and compliance. Additionally, the decentralized nature of blockchain 

technology can make it more difficult to secure against cyber threats, and the use of digital wallets to 

store cryptocurrencies and other digital assets can also introduce new security risks.

These risks and challenges can be particularly acute for blockchain projects and companies, which may 

be dealing with large amounts of digital assets and sensitive data. In order to be successful, these projects 

and companies must take a comprehensive approach to managing and mitigating these risks, including 

implementing strong security measures, complying with relevant regulations, and educating users about 

the potential risks and challenges associated with blockchain technology.

By understanding the unique risks and challenges associated with blockchain technology, blockchain 

projects and companies can take the necessary steps to protect against these risks and ensure the success 

and security of their projects and businesses.

1.2 Background
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  While blockchain technology produces a tamper-proof ledger of transactions, blockchain networks are 
not immune to cyberattacks and fraud. Cybercriminals can manipulate known vulnerabilities in blockchain 
infrastructure and have succeeded in various hacks and frauds over the years. 

Numerous blockchain-based decentralized applications are being developed due to the 
availability of a wide range of different blockchain technology options and their advantages available.

 In particular, many startups have been founded based on blockchain-related technologies since Bitcoin came 
into existence. However, there are still many challenges that need to be addressed for this technology including 
operational risk (cybersecurity), Internal Contagion risk, and external contagion risk (within the crypto-asset 
market).

According to ESMA (2022), there are three groups of risk associated with the crypto system: internal contagion 

risk, operational risk, and external contagion risks.

 

Identify Risk Factors
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Internal Contagion: 

Internal contagion risk emerged in the aftermath of the collapse of Terra/Luna and the bankruptcies of 

several large CeFi platforms, such as Celsius, FTX, BlockFi, and BlockFolio. This coincided with a overall 

total market cap drawdown of around 75%.

Furthermore, the prominence of certain digital assets, the collapse of major centralized exchanges and 

lending platforms, and the high degree of interconnectedness within the crypto market all suggest that 

internal contagion risk is the biggest risk to investors and global adoption.

Internal contagion risk can be divided into Three major elements: unbacked crypto assets, Liquidity and 

credit Risks, and Scalability Risks.

Liquidity and Credit Risks Backed crypto-assets Scalability Risks 

Risk Factors 
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Risk Factors

Internal Contagion Risks:

Internal contagion risks focus on Centralized Exchanges and lending platform, Stable coins, and Decen-
tralized Exchange lending platforms DEFI. 

While DEXs and DeFi platforms offer many benefits, such as greater accessibility, lower costs, and im-
proved security, they also carry a number of risks. These risks include:

1. Liquidity risk: DEXs and DeFi platforms often have lower liquidity than centralized exchanges, which 
can make it more difficult for users to buy or sell assets in a timely manner.

2. Market manipulation: Because DEXs and DeFi platforms are decentralized, they are potentially vulnera-
ble to market manipulation, such as wash trading or pump-and-dump schemes.

3. Regulatory risk:  Because the regulatory environment for crypto assets is still evolving, DEXs and DeFi 
platforms may be subject to uncertain or changing regulatory requirements, which could affect their 
ability to operate.

4. Security risk: Because DEXs and DeFi platforms are built on blockchain technology, they are potentially 
vulnerable to security breaches, such as hacks or vulnerabilities in the underlying blockchain.  

5. Flash Loan: One of the risks associated with DEXs and DeFi platforms is the potential for flash loans and 
credit risks. A flash loan is a type of short-term, collateral-free loan that is typically used on DEXs and DeFi 
platforms. Because these loans are collateral-free, there is a risk that borrowers may not be able to repay 
them, potentially leading to losses for lenders.

6. Network congestion: When a DEX or DeFi platform experiences high levels of traffic, the network that 
it is built on may become congested, resulting in slow transaction speeds and high transaction costs. 
This can make it difficult for users to trade or access their assets, and may lead to reduced demand for the 
platform.

7. Limited functionality for trading: DEXs and DeFi platforms may have limited functionality compared to 
centralized exchanges, such as limited order types or trading pairs. This can make it difficult for users to 
trade the assets that they want, potentially leading to reduced demand for the platform.

8. Lack of KYC (Know your customer) processes: DEXs and DeFi platforms may not have robust KYC 
processes in place, which could make it difficult for them to comply with regulations or prevent money 
laundering. This could potentially lead to legal or regulatory issues, and may affect the reputation of the 
platform.
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Internal Contagion Risks:

Unbacked Crypto-Asset risks:

An unbacked crypto-asset is a digital asset, such as a cryptocurrency, that does not have any backing or 
support from a tangible asset or source of value. This means that the value of the asset is not derived from 
any underlying physical commodity or other form of collateral. Unbacked crypto-assets are often traded 
on digital asset exchanges and are subject to price fluctuations based on supply and demand.

Bitcoin, Ethereum and Dogecoin are the most popular unbacked assets in crypto-system. 
According to coin-market cap (2022), Bitcoin is the first and largest cryptocurrency in the world, with a 
market cap of $320 billion on November 2022. 

Unbacked crypto-assets has the potential for significant volatility in their value. Because they are not 
backed by any tangible asset, the value of these assets can fluctuate greatly in response to changes in 
market conditions and investor sentiment. This volatility can make it difficult for investors to accurately 
predict the future value of an unbacked crypto-asset, which can lead to significant losses. Additionally, 
there is a risk that the value of an unbacked crypto-asset may drop to zero if it loses favor with investors 
and is not widely adopted. This is known as the “risk of total loss” and can be a significant concern for 
investors in unbacked crypto-assets.

One of the main risks associated with whales is the potential for market manipulation. Because they hold 
such large amounts of a particular crypto-asset, whales have the ability to significantly influence its price 
by buying or selling large amounts at a time. This can lead to artificially inflated or deflated prices, which 
can create instability in the market and make it difficult for other investors to make informed decisions. 
Additionally, if a whale decides to sell off a large amount of a particular crypto-asset, it can cause the price 
to plummet, leading to losses for other investors.

Another risk associated with whales is the potential for concentration of ownership. Because a small 
number of individuals or entities can hold such large amounts of a particular crypto-asset, this can lead 
to a concentration of ownership, which can make the market more vulnerable to manipulation and other 
forms of risk. This can also make it more difficult for new investors to enter the market, which can limit the 
growth and development of the crypto system.

Overall, the risks associated with whales in crypto systems can be significant and can create uncertainty 
and instability in the market. As such, it is important for investors to be aware of these risks and to careful-
ly consider their investment decisions in light of them.

Risk Factors 
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Stablecoins

Stable coins are the most popular cryptocurrency assets. These coins have the liquidity of fiat currencies 
and the transparency and decentralization of digital currencies. Should the price of a stable coin take a 
nose-dive, their users can still get their reserve of fiat currency.

“The primary risk of stable coins is that they aren’t fully backed by the reserve currencies and highly liquid 
assets such as gold, Cash, or Bitcoin. Today, stablecoins plays a significant role within the crypto-assets 
ecosystem, especially in Centralized exchange, DeFi Platforms and Decentralized exchange.
Tether the biggest stablecoin is involved in half of all trades of bitcoins and ether and accounted for 
around 65% of all trading on crypto-assets trading platforms in march 2022. 

                                         

                                  Source: Into-the-Block, Crypto-Compare and ECB Calculation

According to above chart Stablecoin provide most the liquidity in Defi application, DEX, and lending 
protocols: 

Stablecoins provided around 45% of the liquidity in decentralized exchanges (DEXes)  half of this amount 
was provided by collateralized stablecoins. 

The collapse of Luna TerraUSD on May 16, raised a concern over other stablecoins algorithms and backed 
reserve and potential future risk to crypto-systems. 

As result, the Issuers of collateralized stablecoins need to ensure robust reserve asset management to 
ensure the stability of the peg and avoid a run on the coin with possible contagion to the financial sector. 
 

Risk Factors
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Centralized Exchange and Centrlized Lending platform

Centralized exchanges and lending platforms can be subject to a variety of risks, including credit and 
liquidity risks, compliance risks, wallet risks, cybersecurity risks, and smart contract risks.

       
Credit risk refers to the risk that a borrower will default on a loan or other obligation, resulting in a loss 
for the lender. This can be a significant risk for centralized exchanges and lending platforms, as they often 
extend credit to their users.

Liquidity risk refers to the risk that a platform will not be able to meet its financial obligations in a timely 
manner, due to a lack of available funds. This can be a problem for centralized exchanges and lending 
platforms, as they may be required to hold large amounts of user funds in order to facilitate transactions.

Compliance risk refers to the risk of failing to comply with relevant laws and regulations. This can be a 
significant concern for centralized exchanges and lending platforms, as they are subject to a wide range 
of regulations that can vary depending on their location and the assets they support.

Wallet risk refers to the risk that user funds will be lost or stolen due to vulnerabilities in the platform’s 
wallet software. This can be a serious issue for centralized exchanges and lending platforms, as users 
often entrust them with large amounts of digital assets.

Cybersecurity risk refers to the risk of a cyber attack or other security breach that results in the loss or 
theft of user funds. This can be a major concern for centralized exchanges and lending platforms, as they 
are often targeted by hackers due to the large amounts of value they hold.

Smart contract risk refers to the risk that a smart contract, which is a self-executing digital contract, will 
contain errors or vulnerabilities that result in the loss of user funds. This can be a particular concern for 
decentralized exchanges and lending platforms, which often use smart contracts to facilitate transactions.

Risk Factors
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According to Chainalysis, blockchain attacks increased by over 60% in 2022 compared to the same period 
the year before. Most of the attacks targeted DeFi platforms and user wallets with vulnerable code and 
weak security measures. 

Bitrace research suggests that most of the attacks were caused by vulnerable code, phishing, and access 
control breaches, which can be addressed by embedding security at the start of every project, with con-
tinuous monitoring, and security awareness.

Recent attacks suggest that the major operational threat for centralized exchanges is security breaches 
and code exploitation. 

Examples of security breaches includes:

Crypto.com ($34 million)
IRA Financial Trust ($37 million)
Axie Infinity Ronin Bridge ($625 million)

Examples of code exploitation includes:

Qubit-QBridge ($80 million)
Wormhole ($325 million)
Cashio ($52 million)
Fei Protocol ($80 million)
Harmny Bridge ($100 million)
BSC Bridge ($268 million)
Nomad attacks ($200 million)

Risk Factors
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 External contagion risk refers to the risk that events or developments outside of the crypto asset market 
could affect the market, potentially leading to financial losses or other negative consequences. In the 
context of the crypto asset market, external contagion risk could be caused by a variety of factors, 
including:

Regulations: 

Compliance risk is the risk of failing to comply with relevant laws and regulations. In the context of the 
crypto market, compliance risk can refer to the risk that a crypto-system or crypto-asset will not comply 
with relevant laws and regulations. This can have a negative impact on the health of the crypto market, as 
it can lead to legal and regulatory challenges, as well as reputational damage.

One example of a compliance risk in the crypto market is the risk of operating in a jurisdiction without 
the necessary licenses or approvals. This can lead to legal challenges, fines, and other penalties, which can 
damage the reputation of the crypto-system or crypto-asset in question.

Another example of a compliance risk in the crypto market is the risk of violating anti-money laundering 
(AML) or know your customer (KYC) regulations. Crypto-systems and crypto-assets are subject to the 
same AML and KYC regulations as other financial institutions, and failure to comply with these regulations 
can result in significant penalties.

In general, compliance risk can have a negative impact on the health of the crypto market by undermin-
ing confidence in the industry and making it more difficult for crypto-systems and crypto-assets to oper-
ate effectively. This can lead to decreased adoption and usage of crypto-systems and crypto-assets, which 
can have a negative impact on the overall health of the market.

Economic or financial crises:

Market volatility: Financial crises often lead to market volatility, which can cause the value of crypto assets 
to fluctuate greatly.

Loss of value: In times of economic uncertainty, investors may become more risk-averse and may be less 
willing to invest in crypto assets, which could lead to a decline in their value.

Increased uncertainty: A financial crisis can create uncertainty about the future of the economy and the 
value of traditional assets, which may lead some investors to turn to crypto assets as a safe haven. This 
could potentially lead to an increase in the value of crypto assets.

Difficulty obtaining funding: During a financial crisis, it may become more difficult for crypto projects to 
obtain funding, which could hinder their development and growth.

Increased regulation: In response to a financial crisis, governments and regulatory bodies may increase 
their scrutiny of the crypto market, potentially leading to increased regulation. This could impact the way 
that crypto assets are bought and sold, and could potentially stifle innovation in the space.

Risk Factors: External Contagion:
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Military conflicts or other geopolitical events: 

Military conflicts and other geopolitical events can have a number of potential impacts on crypto-sys-
tems and the broader crypto market. These impacts can vary depending on the specific nature of the 
event and its relationship to the crypto market.

One potential impact of military conflicts or other geopolitical events on crypto-systems is increased 
market volatility. Geopolitical events can often result in uncertainty and market instability, which can lead 
to increased price volatility for crypto-assets. This can make it more difficult for investors and traders to 
make informed decisions, and can potentially lead to increased risk for those holding crypto-assets.

Another potential impact of military conflicts or other geopolitical events on crypto-systems is increased 
regulatory scrutiny. Governments and regulatory bodies may respond to geopolitical events by imple-
menting new laws or regulations that affect the crypto market. This can create additional compliance 
challenges for crypto-systems and crypto-assets, and can potentially lead to increased costs and de-
creased adoption.

Additionally, military conflicts or other geopolitical events can impact the availability and reliability of 
crypto-systems. For example, in the event of a military conflict, infrastructure such as internet connectiv-
ity or power grids may be disrupted, which can affect the ability of crypto-systems to function properly. 
This can lead to delays or other operational challenges, which can impact the overall health of the crypto 
market.

Natural disasters: 

Natural disasters can have a number of potential impacts on crypto-systems and the broader crypto mar-
ket. These impacts can vary depending on the specific nature of the disaster and its relationship to the 
crypto market.

One potential impact of natural disasters on crypto-systems is increased market volatility. Natural disas-
ters can often result in uncertainty and market instability, which can lead to increased price volatility for 
crypto-assets. This can make it more difficult for investors and traders to make informed decisions, and 
can potentially lead to increased risk for those holding crypto-assets.

Another potential impact of natural disasters on crypto-systems is decreased availability and reliability. 
Natural disasters can disrupt infrastructure such as internet connectivity or power grids, which can affect 
the ability of crypto-systems to function properly. This can lead to delays or other operational challenges, 
which can impact the overall health of the crypto market.

Additionally, natural disasters can impact the physical security of crypto-systems and the assets they hold. 
For example, in the event of a natural disaster, crypto-assets stored in physical wallets or other storage 
devices may be damaged or destroyed. This can lead to significant losses for those holding the assets, and 
can potentially undermine confidence in the broader crypto market.

Risk Factors: External Contagion: 
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Smart Contract Score HealthSmart Contract Score Health

Bitrace Smart contract Security audits, runs on top of the blockchain 
each node in the blockchain network runs an instance of smart 
contract platform virtual machines and executes instructions that are 
encoded within the transaction that creates the digital ledger.

Once the audit completed, ScoreHealth provide easy-to-read 1 to 8 
scoring based on smart contract vulnerabilities and suggest remedi-
ation.

CyberSecurity ScoreHealth CyberSecurity ScoreHealth 

Bitrace Cybersecurity ScoreHealth designed to assess organizations 
security level by providing easy-to-read 1 to 8 scoring system for 
the cybersecurity of a platform which is a method of evaluating and 
ranking the security of a platform based on a set of predetermined 
criteria.

Compliance ScoreHealth Compliance ScoreHealth 

Compliance ScoreHealth helps organizations with crypto asset mar-
ket is to ensure that these assets and platforms are not being used for 
money laundering or other illicit activities.

ScoreHealth 1 to 8 scoring system for AML violation monitoring 
solutions is a method of evaluating and ranking the effectiveness of 
solutions for detecting and preventing money laundering and other 
illicit activities.

Bitrace Solutions 
Bitrace Solution designed to ScoreHealth, a Blockchain Risk Monitoring App that 
Gives You Complete Visibility into External and Internal Contagion Risks, Smart 
contract, Compliance Risks, Cybersecurity Risks, and Wallet Risks”

Bitrace Contagion ScoreHealth Ratings is a 
tool that helps to assess the potential risks 
associated with cryptocurrency assets and 
platforms. 

By monitoring both internal and external 
risks, the Bitrace Contagion ScoreHealth 
Ratings can provide a comprehensive 
view of the potential risks associated with 
cryptocurrency assets and platforms, 
helping investors and traders make 
informed decisions about their investments.

Crypto Wallet ScoreHealthCrypto Wallet ScoreHealth

Crypto wallet ScoreHealth monitoring is 
the process of tracking and evaluating the 
performance and security of crypto wallets, 
in order to identify potential risks and take 
action to prevent or mitigate them.

This can include a range of activities, such 
as Tracking the performance of crypto 
wallets, Evaluating the security of crypto 
wallets, and Monitoring for potential 
vulnerabilities or exploits. 

Contagion ScoreHealthContagion ScoreHealth



16

Sc
or

eH
ea

lth
 P

la
tf

or
m

Sc
or

eH
ea

lth
 P

la
tf

or
m

Your security journey is our priority. Improve your 

The ScoreHealth platform provides a comprehensive suite of security tools 
and services to help organizations identify and mitigate various risks. This 
could include:

Smart contract risk assessments, which evaluate the security of an 

organization’s smart contracts and provide recommendations for 

improvement.

Compliance risk assessments, which identify potential non-compliance issues 
and provide guidance on how to address them.

Crypto wallet security evaluations, which assess the security of an organiza-
tion’s crypto wallets and provide recommendations for improvement.

Cyber security risk assessments, which evaluate an organization’s overall 
security posture and identify potential vulnerabilities.

Internal and external contagion risk monitoring, which tracks potential risks 
arising from the interactions between different entities within and outside of 
the organization.

Based on the results of these assessments and evaluations, the ScoreHealth 
platform should provide a comprehensive risk and security rating for each 
organization. This rating could range from 0 (lowest security) to 8 (highest 
security), with higher scores indicating a lower likelihood of vulnerabilities.

The platform provide real-time reporting and alerts to help organizations stay 
informed and take proactive measures to mitigate identified risks. This could 
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Cybersecurity Risk ScoreHealth

Score Health cybersecurity rating platform designed based on the nine 
risk factors; evaluate an organization’s overall security posture by assess-
ing its compliance with best practices and standards in each of these 
areas. The platform would provide a rating for each risk factor, as well as 
an overall security score for the organization.

Score Health cybersecurity rating platform designed based on the nine 
risk factors; evaluate an organization’s overall security posture by assess-
ing its compliance with best practices and standards in each of these 
areas. The platform would provide a rating for each risk factor, as well as 
an overall security score for the organization.

1. SecureEndpoints: This risk factor would assess the security of an 
organization’s endpoints, such as laptops, desktops, and mobile devices. 
The platform would evaluate the presence and effectiveness of endpoint 
security controls such as antivirus software, firewalls, and network access 
controls.

2. Secure communication: assess the security of an organization’s com-
munication channels, such as email, instant messaging, and voice calls. 
The platform would evaluate the presence and effectiveness of encryp-
tion, authentication, and access controls to ensure that communication is 
secure and cannot be intercepted or tampered with.

4. Secure email: This risk factor would assess the security of an organiza-
tion’s email system. The platform would evaluate the presence and effec-
tiveness of spam filters, malware protection, and encryption to protect 
against email-based threats such as phishing and ransomware.

5. Secure access control: This risk factor would assess the security of an 
organization’s access control systems. The platform would evaluate the 
presence and effectiveness of authentication and authorization controls 
to ensure that only authorized users can access sensitive systems and 
data.
 

Secure Endpoint

Secure Email

Secure Access control

Network Security 

Secure Communication 

Data Protection 

Account Handling 

Security Baselines for Virtual Machine (VM) or Physical Server

Security Awareness exercise.
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Cybersecurity Risk ScoreHealth

    1 to 8 CyberSecurity scoring system

6. Account handling risk: assess the risk associated with the way in which 
an organization manages its user accounts, including issues such as pass-
word strength, access controls, and authentication protocols. This risk can 
be measured and evaluated using the ScoreHealth cybersecurity rating 
platform, which may use various metrics and techniques to assess an or-
ganization’s account handling practices and provide recommendations for 
improvement. This can help organizations reduce the risk of unauthorized 
access to their systems and data.

With ScoreHealth, users and organizations can easily monitor and manage 
their data protection risks, and implement effective strategies to reduce or 
eliminate these risks. 

7. Virtual Machine (VM) or Physical Server : ScoreHealth offers rating 
based on a variety of factors, including the server’s software and hardware 
configuration, the security protocols and policies in place, and the level 
of protection provided against potential threats such as viruses, malware, 
and network attacks. A security rating for a VM or Physical Server can help 
organizations assess the overall security of their servers and identify areas 
where they may need to improve their security posture. 

This can help organizations reduce the risk of security breaches and pro-
tect their data and systems.
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 Crypto-Wallet ScoreHealth:

crypto wallet security rating solution by Scorehealth is a tool that is used to 
assess the security of crypto wallets and provide users with transparent and 
objective security ratings.  The solution uses following factors to determine 
a wallet’s security rating, based on industry best practices and a 1-8 security 
rating scale.

1. ScoreHealth offers an ability to analyze the technical features of a wallet, 
such as its use of encryption and secure storage mechanisms, to determine 
its security level.

2. ScoreHealth Integration with existing security frameworks and standards, 
such as the CryptoCurrency Security Standard (CCSS), to ensure that the 
ratings provided by the system are based on recognized best practices.

3. ScoreHealth monitors and track the security of a wallet over time, and to 
provide alerts when there are potential vulnerabilities or changes in security 
status.

4. ScoreHealth provide a user-friendly interface that allows users to easily 
navigate the system and understand the ratings and assessments provided 
by the system.

5. Support for multiple languages, to allow the system to be used by a global 
audience.

6. A comprehensive database of known vulnerabilities and threats in the 
crypto wallet space, which the system can use to provide more accurate and 
up-to-date security ratings.

  1 to 8 Crypto-Wallet scoring system
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 Compliance ScoreHealth  

Bitrace Risk and compliance ScoreHealth integrates with KYT solutions and 
offers easy-to-read 1 to 8 score for incoming and outgoing crypto transac-
tions to prevent fraudulent transactions and comply with regulations. 

Compliance ScoreHealth offers following features to assess compliance and 
regulation risks within crypto assets:

1. AML, Sanctions, and Travel Rule Compliance
Continuously monitor incoming and outgoing crypto transactions for com-
pliance violations and SARs-triggering events. Securely comply with Travel 
Rule regulations.

2. A database of AML and KYC regulations that the system can reference to 
assess the compliance of individual assets.

3. The ability to analyze transaction data for crypto assets to identify patterns 
or behaviors that may indicate money laundering or other illicit activity.

4. Integration with existing AML and KYC systems, such as those used by 
financial institutions, to allow for more comprehensive and accurate assess-
ments.

5. The ability to monitor and track the regulatory compliance of crypto assets 
over time, and to provide alerts when there are potential issues or changes 
in compliance status.

6. A user-friendly interface that allows users to easily navigate the system 
and understand the ratings and assessments provided by the system.

7. The ability to customize the system’s ratings and assessments based on 
the specific needs and requirements of different users, such as financial insti-
tutions or regulatory agencies.

8. Support for multiple languages, to allow the system to be used by a global 
audience.

9. Robust security measures to protect the data and information used by the 
system, and to ensure the integrity and accuracy of the ratings and assess-
ments provided.



21

C
on

ta
gi

on
 S

co
re

H
ea

lth
C

on
ta

gi
on

 S
co

re
H

ea
lth

Contagion ScoreHealth:
ScoreHealth Monitor crypto-system contagion risk in real time and 
provide 1-to-8 rating for organizations and individuals to manage 
their risk.

1. Identify the key players in the crypto market that are most suscep-
tible to contagion risks, such as crypto exchanges, DEFI platforms 
and stablecoin issuers.

2. Develop a stress testing framework that includes scenarios that 
reflect potential negative economic shocks, such as market crashes 
or sudden changes in interest rates.

3. Collect data on the financial and operational performance of the 
key players in the crypto market, including their balance sheets, 
income statements, and liquidity ratios.

4. Use the stress testing framework and data to simulate the impact 
of negative economic shocks on the key players in the crypto market.

5. Analyze the results of the stress tests to assess the ability of the key 
players in the crypto market to withstand negative economic shocks 
and prevent the spread of contagion.

6. Conduct regular stress tests on a periodic basis to monitor the 
ability of the key players in the crypto market to withstand negative 
economic shocks and prevent the spread of contagion.

7. Assess the potential contagion risks associated with the regulato-
ry frameworks, such as the potential for a regulatory crackdown to 
trigger a market crash or the spread of negative sentiment among 
market participants.

8. Monitor the regulatory environment for any changes or develop-
ments that could impact the contagion risks in the crypto market.

9. User-friendly interface: The ScoreHealth platform offer a us-
er-friendly interface that allows users to easily access and understand 
the risk ratings provided by the platform, and to make informed 
decisions based on this information.
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Learn and Earn Platform

ScoreHealth Learn and Earn platform is designed to provide users with 
the knowledge and skills they need to succeed in today’s digital world, 
while also rewarding them for their participation and learning. Our 
platform focuses on key areas such as compliance training, cybersecurity 
training, contagion risks awareness, and crypto-wallet security training.

To ensure that our users are aware of and compliant with relevant regu-
lations, we offer comprehensive compliance training courses that cover a 
wide range of topics, including data privacy, anti-money laundering, and 
consumer protection laws. These courses are developed and delivered by 
experienced legal professionals, and are regularly updated to reflect the 
latest developments in the field.

To help our users protect themselves and their assets from cyber threats, 
we offer cybersecurity training courses that cover a range of topics, 
including secure password management, online safety, and the latest 
trends in cyber attacks. Our courses are developed and delivered by 
experienced cybersecurity experts, and are designed to be accessible and 
engaging for learners of all levels.

We are also aware of the potential risks associated with contagion, such 
as Global Market, Geoplitical events, regulations, Credit risks, and liquditiy 
risk To help our users stay informed and protect themselves from these 
risks.

Additionally, we offer crypto-wallet security training courses that pro-
vide users with the knowledge and skills they need to securely manage 
their digital assets. Our courses cover topics such as wallet security best 
practices, private key management, and the latest trends in crypto-wallet 
security.

As a reward for their participation and learning on the platform, users will 
receive the $SCH token, which can be used to access exclusive opportu-
nities and rewards on the Learn and Earn platform, as well as potentially 
traded on supported cryptocurrency exchanges.
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Access to reliable sources of information is crucial for ensuring that Bitracetrace ScoreHealth ratings 
are accurate. This could include using third-party security research and intelligence, as well as main-
taining relationships with industry experts and thought leaders.

Bitracetrace  incorporate manual approaches into its rating system.This could include conducting on-
site audits, performing manual security assessments, and conducting regular penetration testing to 
ensure that the systems and applications used by ScoreHealth are secure.

1. DevSecOps

DevSecOps is a combination of development and security practices that aims to integrate security into 
the development process. This can help ensure that the applications and systems used by Scorehealth 
are secure and free from vulnerabilities.

2. Penetration Testing 

Penetration testing, also known as pen testing, is a method of testing the security of a system or 
network by simulating an attack from a malicious actor. This can help identify vulnerabilities and weak-
nesses in Scorehealth’s systems, allowing them to be addressed before they can be exploited.

3. Red-Teaming

Red-teaming is a security practice that involves simulating an attack from a well-resourced and deter-
mined adversary. This can help Scorehealth understand the potential threats they face and develop 
effective countermeasures to protect against them.

4. Smart Contract Audit

Smart contract audit is a process of reviewing and testing the security of smart contracts, which are 
self-executing contracts with the terms of the agreement between buyer and seller being directly 
written into lines of code. This can help ensure that the smart contracts used by Scorehealth are secure 
and free from vulnerabilities.

Bitrace Lab Services 
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Bitrace Lab CyberSecurity Services

Secure Code reviews and security audits in general are fundamental 
part of security development practices. Most of the software has 
bugs and some of these bugs can create security issues which could 
lead to major code exploits. 

Identifying these issues during the development process makes 
them cheaper and easier to fix and reduces their impact compared to 
those vulnerabilities that reach production.

Bitrace Smart contract Security audits, runs on top of the blockchain 
each node in the blockchain network runs an instance of smart 
contract platform virtual machines and executes instructions that are 
encoded within the transaction that creates the digital ledger. 

Bitrace offers 



25

Sm
ar

t C
on

tr
ac

t A
ud

it 
Sm

ar
t C

on
tr

ac
t A

ud
it 

Smart Contract Audit

The Smart Contract Audit Checklist:

*  Understanding the Project
*  Setting up a Development Environment.
*  Access to the Code.
*  Verified Scope of Audit.
*  Access to Functional and Technical Requirements.
*  Access to Unit Tests.

Smart Contract Code Review

*  Evaluate your smart contract Audit Checklist and agree on scope of 
Audit.
*  Perform manual and automated analysis processes in parallel on 
your code to uncover any anomalies.

Smart Contract Audit report

*  Identify and Document Vulnerabilities.
*  Suggest Remediation.
*  Generate Audit Report.

Bitrace team imply three major steps to identify and fix the bug be-
fore it released onto blockchain.”
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One driving feature of DevOps is that it’s intended to minimize coding faults and omissions by auto-
mating development to reduce the opportunity for human error. Just as important, when errors do 
occur, DevOps can help organizations fail faster and repair any damage more quickly. That lowers the 
risks associated with software innovation and makes continuous deployment more feasible. 

Unlike in traditional waterfall models where security comes in at the end of the software development 
cycle to review the final feature or service, SecDevOps engineers are involved from the beginning, 
even in the planning stages SecDevOps engineers have insight into both the code and the systems 
that run it, they can better predict how a malicious actor might try to attack.

Bitrace SecDevOps solution follows 4 steps; Plan, Static Application Security Testing (SAST), Software 
composition analysis (SCA), and Interactive Code scanning (IAST).

DevSecOps 
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DevSecOps 

Planing
At planning stages Bitrace Helps Customers define and design for the threat models 

based on industry (healthcare industry, finance, Web3 projects) and risk (data breach, 

smart contract attacks, vulnerable codes, et). Once all Threat models defined, Bitrace 

advise and train customers to accommodate all the security requirements and threat 

models in your backlog. At this Stage Bitrace team offers three tools SAST, SCA, IAST 

as an integrated solution to deliver SecDevOps functionality and secure your code 

from the start.

Static Application Security Testing (SAST)
SAST incrementally scans your source code for vulnerabilities, add security scanning 

seamlessly to existing development pipelines with plugins and out-of-the-box inte-

grations. You can easily launch scans at any time from the tools already in use, while 

writing code. SAST tool provides customizable queries to help tune out false positives 

and categorizes vulnerabilities based on severity level, so you know which issues to 

address first. Finally, its Remediation guidance and best fix location help you fix issues 

fast instead of having to guess about how best to approach and resolve an issue.

Software composition analysis (SCA)
SCA detects open-source security, license, and operation risks. Discover the open 

source in your code base and any of its hidden vulnerabilities. Build a searchable soft-

ware bill of materials (SBOM) using Software Composition Analysis (SCA) with Supply 

Chain Security (SCS). It’s the tool that will let you confidently and securely embrace 

the use of open-source code.

Scan code for vulnerable or malicious libraries. Use guidance from our expert re-

search team to remediate the most critical issues first. Know which open-source 

licenses you’ve accepted. Highlight any intellectual property risks to your business.

Interactive Code scanning (IAST).
Automated vulnerability detection and real-time developer feedback across environ-

ments. Get custom query tuning to optimize your results for more effective runtime 

testing without those DAST-ardly delays.

With flexible deployment, zero scan time, and simple customization, IAST lets you 

easily detect vulnerabilities while inspecting custom code, libraries, frameworks, APIs, 

configuration files, and runtime data flows. Transparently integrate runtime testing 

into your existing processes. Our lightweight agent detects and locates input-related 

issues, increasing accuracy and confidence. And when functional testing is over, so is 

your security “scan.
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Bitrace Security testing offers two major approaches penetration testing and red teaming. Our as-
sessments have a two-week minimum engagement length, with the average engagement being four 
weeks long.

Due to the high-intensity nature of our assessments, there is often a significant lead-in time required 
for scheduling. We’ve designed our services to simulate the activities of a real-life malicious party. We 
don’t take it easy on you.

1. Penetration testing  

Effective blockchain penetration testing services involve core testing services such as functional test-
ing, performance testing, API testing, security testing, integrating testing, etc. Penetration testing, as 
the name suggests, is achieved by targeting and exploiting the possible weaknesses in the system. In 
this approach Bitrace team work to gain maximum coverage of the client organization in a minimum 
amount of time. In order to do so, our engagement must have the support of the IT and security team 

 Offesnive Security 
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Red-Teaming 

Unlike Penetration Testing, a red team assessment also tends to be objective-orient-

ed. The end goal is to gain access to a specific folder or set of data, as pre-determined 

by the client organization. Therefore, the engagement will be designed specifically 

around what the client wants the security consultants to test. In order for any red 

teaming exercise to be successful, it is critical that only the key stakeholders at the 

client organization are aware of it. 

Bitrace Red-Teaming breaks into seven steps:

1. Planning and setting objectives for the assessment.

2. Reconnaissance: Collecting information about the target environment.

3. Target identification: Identify potential vulnerabilities.

4. Gaining access: exploiting software vulnerabilities and using social engineering 

against employees.

5. Establishing foothold and maintaining presence: expands and deepens their foot-

hold on the target network

6. Completing objectives: identifying certain “flags” on the target network .

7. Reporting: document the vulnerabilities discovered during their assessment and 

List actionable guidance about vulnerabilities.
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Users can earn $SCH tokens by participating in quizzes and other learning activities on 
the platform.

These tokens can be used to unlock enterprise features on the ScoreHealth platform, 
such as Compliance, CyberSecurity, and access to exclusive content.

$SCH tokens can also be used to participate in sponsored challenges and competitions, 
where users can compete against each other to win prizes and earn even more tokens.

Additionally, users can use their $SCH tokens to purchase premium subscriptions, access 
special discounts and promotions, and support their favorite content creators on the 
platform.

The $SCH token can also be used as a form of payment for goods and services offered by 
merchants and partners on the Bitrace platform, providing users with a convenient and 
secure way to transact.

Tokenomics: $SCH Token 

$SCH token serves as a versatile utility token on the Bitrace ScoreHealth 
and Learn & Earn platform, enabling users to access a wide range of 
features and rewards, and fostering a thriving community of learners 
and enthusiasts.
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15%

15%

10%

30%

Tokenomics: SCH Token 

$SCH token represents the common currency of the Bitrace Security Solution 
which includes Cybersecurity Learn and rewards program and Unlock Health-
Score enterprise features. 

Token type: Utility 
Total supply: 100,000,000 $SCH 
Blockchain network: Ethereum (ERC20) 
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The Best Team

The Team
We are driven by values 

At Bitrace, Research and development is our core business driver and hiring right resources globally is 

crucial for our growth and success.

Bitrace vision is to make employment available for 
everyone and hire skilled workers and profession-
als from 50+ countries . 

The cybersecurity industry is already severely 
constrained for talent, and infrastructure owners 
and operators often compete against other 
industries that offer higher-paying positions. 

Bitrace undersands the key to success on its 
Journey relies on customer satisfaction. 

As a result, servicing customer needs has become 
a priority of Bitrace and our mission is to act upon 
the satisfaction of the employees, who are the 
internal customers of the firm and key players for 
customer satisfaction. 

Legal Advisor

VP of technology

chief security officer

Founder and CEO

Marry Huss

Ganesh Gopalan

Alex Yusuf

Sayed R Hashemi



*  SCH Token Generation event
*  Seed Round A/Private Sals    
*  GRC Compliance solution Release
*  Expand Cyber-Security Team
*  Marketing Phase 1 

*  Establish Research and development center 
In India and Canada 
*  Marketing Phase 2
*  DEX listing                     
*  Host Multiple Data Centers with Equinix in 
UAE, USA, Europe, and Asia. 

Q1

2023

Q3

2023

Coming Soon

Coming Soon

Q4

2024

Q2
2025

Coming Soon

Coming Soon

2017

Q1

2025

Q3
2025
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*  Team Formation
*  Whitepaper
*  Website  
*  Technology Alliance 

 
*  Expand Technology Alliance 
*  Industry certification (FinTech, ISO 27001)                                           
*  Expand Software Development Team
*  Establish Red-Team Center in Australia 
* Seed Round B/Public sales 

Q4 

2022

Q2

2023

*  Blockchain Healthscore Beta Release. 
*  Exchange Listing         
*  Expand Compliance Team
*  Launch  Learn and Reward Platform 

Coming Soon

Q4

2023

Q2
2024

    Bitrace Roadmap 
Bitrace roadmap outlines the vision and direction of our company over time. Keep in mind this is a 
high-level roadmap which may be flexible. Changes involving our organization, market and customers 
may spur deviation from this plan. 

*  Bitrace Hardware Wallet Release. 
*  Launch ScoreHealth IOS and Adnroid App       
*  $SCH Token integration with ScoreHealth 
Platform. (Unlock Enterprise features). 
*  Marketing Phase 3 

Coming Soon.

Q1

2024

Q3
2024
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Bitrace secure blockchain solution, develop a risk model that can address all of the 
business, governance, technology, and process risks, utilizing best-in-class Security 
Architectures, frameworks, and AI technology to secure and monitor the future of 
Internet “Web3”.
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